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Preface

In 1996 the Air Force initiated a major study effort under
the direction of Gen Ronald R. Fogleman, the Air Force chief
of staff. That study, Air Force 2025, looked 30 years into the
future and made enormous contributions toward directing
Air Force research and procurement.

In 2007 Gen T. Michael Mosley, Air Force chief of staff,
directed a continuous series of future thinking and study ef-
forts be undertaken, using Air University (AU) as the “Air
Force’s think tank.” This study, Blue Horizons, was commis-
sioned by the United States Air Force (USAF) chief of staff to
provide “a new look at the future.” Specifically, the chief of
staff asked the research team to provide “a common under-
standing of future strategic and technological trends for Air
Force leaders to make better decisions.” The chief also sought
to “confirm AU as [the Air Force’s] in-house think tank” and
to improve the relevance of Air Force education to the deci-
sion-making processes in Washington.!

The best and brightest officers from the Air Force and the
sister services participated during their one-year AU courses
of instruction, building four alternate scenarios to act as a
foil to evaluate future systems and technologies, to deter-
mine the optimum path forward for Air Force investment.
These senior officers each spent a year researching and trav-
eling to their respective regions of concern. In the end, the
team built four scenarios based on challenges found in the
National Security Strategy.

These scenarios include a resurgent Russia, a peer China,
a jihadist insurgency in the Middle East, and a failed-state
scenario in West Africa. The authors then evaluated 58 po-
tential future systems or concepts and 172 key enabling
technologies to determine what capabilities the Air Force
would need to maintain superiority in air, space, and cyber-
space to the year 2030.






Executive Summary

This second iteration of the Blue Horizons study, commis-
sioned by the USAF chief of staff, provides “a new look at the
future.” Its original purpose was to develop a prioritized list
of concepts and their key enabling technologies the USAF
would need to maintain dominance in air, space, and cyber-
space to the year 2030. In addition, the study examined
whether the USAF could leverage a targeted investment to-
day to position itself to address a broad set of possible chal-
lenges over the next 20-30 years.

The study has some built-in assumptions. It assumes expo-
nential science and technology growth will continue. The re-
search team determined that a series of disparate alternate fu-
tures provides the best tool to evaluate future challenges. Four
alternate futures were built based on extensive academic and
field research. While the scenarios are not intended to be read
as predictions, each is plausible, and the future may see one or
more of these scenarios unfold. Their purpose, however, is to
act as a tool to assess how best to accomplish the core USAF
missions, which are assumed to remain in the domains of air,
space, and cyberspace for the foreseeable future.

The researchers discovered that regardless of the scenario,
accelerating technological advances are interacting with a
shifting strategic landscape to produce massive, dynamic
change. This change acts as a catalyst, creating a very dis-
turbing and disruptive threat to the United States and a seri-
ous challenge to the USAF’s future dominance in air, space,
and cyberspace. Future enemies will be motivated by re-
sources, fear, and hate; empowered through education; and
enabled through technology and globalization to directly
challenge the United States. The enemy will be different—the
targets they present in 2030 will be more difficult to find,
harder to hit, more widely distributed, and more dangerous.

Within the context of the 2008 Blue Horizons II study, re-
searchers examined four separate possible alternate fu-
tures—a peer China, a resurgent Russia, a successful jihad-
ist insurgent overthrow of a friendly state, and a failed state
with a vital US interest.

Alternate Futures

The researchers used a forecasting technique known as
“alternate futures” to help them envision worlds where the
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United States must be able to survive and prosper in the fu-
ture. The study team identified individual factors of change
in the future.

Peer China

While the last 100 years have been called the American
century, the world may be at the beginning of the Asian
millennium. The ancient Middle Kingdom is again on the
rise, and China’s destiny, like its past, seems to be one of
preeminence. Every indicator suggests in the next 30-50
years, China will be the world’s single strongest state,
both economically and militarily. While some strategists,
historians, and scholars quibble about dates, few argue
the outcome.

Although seeking a “harmonious society” in a “harmoni-
ous world”—words Chinese leaders use to describe their vi-
sion for domestic and foreign policy—China’s rising power
will present its leaders with an array of strategic options both
regionally and internationally. Chinese leaders face several
largely internal stressors that could threaten their “mandate
from heaven” (a source of legitimacy in Chinese culture) and
move it in a different direction from its stated goals of achiev-
ing a harmonious society in a harmonious world.

China also enjoys the advantages of interior lines within
the region plus strategic depth within its own territory. A
peer China will likely be a formidable nation militarily, with
a range of advanced weapons and the ability to initially deny
US penetration inside the second island chain. Thus, the
USAF will need technologies to enhance capabilities in range;
persistence; cyberspace; airlift; intelligence, surveillance,
and reconnaissance (ISR); force protection; and space.

Resurgent Russia

Russia has a turbulent history. Traditions and cultural
pressures have instilled in the Russian psyche a belief that
strives for stability and seeks strong leadership. Russia val-
ues stability and strong leadership even when these traits
conflict with democratic ideals. After each change in gover-
nance, Russia always returns to form and is now easy to fol-
low in what is regarded as the Putin era.

Since the fall of communism in 1991, Russia has been in
constant governmental transition. Perestroika brought
about “openness,” but the first foray into democracy was
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fraught with corruption and poor execution of national
goals. Since assuming power in 1998, then-Pres. Vladimir
Putin federalized power, restoring authority to the Kremlin
and Moscow. Coupled with new wealth and a Russian
psyche for a strong, autocratic leader, now-Prime Minister
Putin maintains tremendous public support even while re-
ducing civil liberties.

The consolidation of power in an authoritarian-style gov-
ernment is leading Russia back onto the world stage. The
direction Russia will take over the next 20 years is uncertain,
but its growing influence on the world scene, and the par-
ticular challenges it will present to the United States by 2030,
indicate Russia may again become an adversary rather than
a reliable friend. Thus, the USAF will likely require technolo-
gies to enhance its capabilities in space, cyberspace, directed
energy, and ISR.

Failed State

Nations fail for a myriad of reasons including cultural
and religious conflict, a broken social contract between the
government and the governed, a catastrophic disaster, fi-
nancial collapse, and war. Nigeria, like many nations in
sub-Saharan Africa, the Middle East, Southwest Asia, and
Southeast Asia, is a compelling candidate for failure. In its
relatively short modern history, Nigeria has survived five
military coups and separatist and religious wars. It is cur-
rently mired in an active armed insurgency over disastrous
ecological conditions in the Niger Delta region and is fight-
ing a difficult battle against one of the worst legacies of po-
litical and economic corruption in the modern world. Nige-
ria with its vast oil wealth, the largest population in Africa,
and its strategic economic and geographical position could,
if it fails, disproportionately impact the United States and
the global economy.

Civil war is the most likely outcome of almost any state
failure. To rapidly intervene in the event of state failure and
prevent a full-scale civil war, the USAF will require enhanced
capabilities to detect and understand what is happening on
the ground, rapidly deploy a large and capable force to al-
most any location in the country, allow the deployed force to
survive and sustain itself, and enable the deployed force to
precisely engage only belligerents while protecting and as-
sisting noncombatants. Unlike the previous scenarios, all of
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this must be done while conducting a humanitarian relief
operation of unprecedented scale.

Jihadist Insurgency

The United States is now actively immersed in counter-
insurgency warfare in an array of locations around the
globe. While the operations in Iraq and Afghanistan are
foremost in the minds of observers, other operations, often
with an air, space, and/or cyber orientation are being di-
rected against insurgent and terrorist operators in many
countries. Examples of such operations include recent air
strikes against nonstate enemies in Pakistan and Soma-
lia.?2 Martin van Creveld notes the trend is clear—insur-
gency has become the “warfare type of choice” of numer-
ous nonstate enemies of the United States.3 Of all types of
insurgencies, a jihadist insurgency provides numerous
challenges for the United States and other nations depen-
dent on the Middle East oil supply. The United States will
likely retain significant interest in the future of most coun-
tries on the Arabian Peninsula not only for economic rea-
sons but also because it is the location of the two holiest
cities of Islam, Mecca and Medina. If these cities were to
fall into the hands of radical Islamists, it could enable a
charismatic radical leader to emerge as the new caliph who
would then attempt to unite Muslims throughout the world
under an extremist ideology. With Iraq becoming a Shi’a-
dominated state, Saudi Arabia and other smaller states on
the Arabian Peninsula serve as an important Sunni coun-
terweight to Shi’a Iraq and Iran in maintaining a regional
balance of power. Thus, the USAF must develop robust
counterinsurgency capabilities that include information
operations, unconventional warfare, ISR, mobility, preci-
sion engagement, and command and control.

Study Scope

The 2008 Blue Horizons II study does not specifically ad-
dress new high explosive or nuclear weapons technology.
While nanotechnology, biotechnology, and materials science
were scored in the technology model,* the study team is con-
cerned these sciences may still be underrepresented. These
technologies will be researched in greater detail in the 2009
study iteration—Blue Horizons III.
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Study Findings

The study shows technological proliferation will continue pro-
viding groups and individu-
als access to new capabili- [ . .. [For the United States A
ties, some of which once Air Force] the Concepts’
exclusively belonged to na- | systems, and technologies
tlon—s‘tates. These. new.tech— required to fisht a peer
nologies are making distant competitor do cover, as a
and ideologically opposed lesser included case, con-

countries “close neighbors.” flict against insurgencies
as they are eliminating the g g

traditional “sanctuary” of and the types of operations
time and distance. This Qn failed-state scenarios. )
changing strategic land-
scape empowers more actors, which will create greater competi-
tion and new tensions between states, groups, and individuals.

These technologically empowered groups and individuals
will be agile, adaptable, and unencumbered by history. By
2030 their access to advanced technologies and lack of con-
straints will empower them to “out-OODA [observe, orient,
decide, act] loop™ even advanced nations hamstrung by bu-
reaucratic thinking. Against this backdrop of alternate fu-
tures and the evolving future strategic environment, the
USAF in 2030 must field a nimble and responsive force—
masters of advanced technology—presenting the nation op-
tions against a multitude of future possibilities.

A surprise finding is that for the Air Force, the concepts, sys-
tems, and technologies required to fight a peer competitor do
cover, as a lesser included case, conflict against insurgencies
and the types of operations in failed-state scenarios. Despite de-
veloping different quantitative models for each alternate future,
the rank order of both concepts and technologies does not sig-
nificantly change between conflict types, except in the domain of
space. The capabilities needed to fight a peer China include the
capabilities needed for failed states and insurgencies.

... the Air Force must invest in a broad range
of enabling technologies to bring the neces-

sary capabilities and systems to fruition, or it
will be unable to effectively maintain domi-
nance in its core missions and domains.




The capabilities the Air Force will most need in the future
include increased range, greater persistence, better defensive
capabilities for systems in all three domains, a greater variety
of unmanned systems, better offensive capabilities in cyber-
space, and the need for a much faster command and control set
of processes. Evaluation of the technology portfolio necessary
to achieve these capabilities yields the conclusion that the Air
Force must invest in a broad range of enabling technologies to
bring the necessary capabilities and systems to fruition, or it
will be unable to effectively maintain dominance in its core
missions and domains. In short, any strategy which involves
disinvestment in laboratory programs is assessed to be a strat-
egy of very high risk.



Chapter 1

Introduction

In this study, the Air University (AU) Center for Strategy and
Technology (CSAT) was asked to look 20-30 years into the future
to provide a prioritized list of concepts and their key enabling tech-
nologies that the Air Force would need to maintain the dominant
air, space, and cyberspace forces in the future. This study, Blue
Horizons II, provides a new look at future capabilities and tech-
nologies through the lens of plausible alternate futures that could
emerge in 2030. It is the first such study since Air Force 2025.°
This report examines the capabilities required across four plausi-
ble future scenarios, drawn from the 2008 National Security Strat-
egy. These scenarios are as follows: a peer China, a resurgent Rus-
sia, a failed state of Nigeria, and a successful jihadist insurgency in
the Middle East.

Methodology

The 2008 Blue Horizons II study is grounded in reputable schol-
arship. It includes extensive background research, interviews, and
actual site visits to the locations in question. The researchers be-
gan with a literature search across international relations, political
economy, and cultural and military studies literature. Each re-
searcher conducted interviews with senior members of the Depart-
ment of State, the national intelligence agencies’, the Department
of Defense (DOD), and senior leaders of the governments in the af-
fected states and regions.

The team engaged in a modified Delphi method® of generating
conclusions about both the present as well as each alternate future’s
direction. These conclusions were then revetted against a series of
experts and against the fellow team members to adjust hypotheses
and then reengage in additional research and interviews.

In these sessions, a formal Delphi method® was used which in-
cluded a broad cross section of 22 senior DOD civilian and military
strategic thinkers. This scenario-based discussion involved several
iterations wherein the researchers interacted with three opposing
teams to generate a more complete picture of the challenges each
alternate future might present by 2030.

Members of the Headquarters USAF Strategic Planning Director-
ate, AU students, and researchers from a variety of agencies devel-
oped a list of technologically feasible future concepts or systems
the USAF either would have or could have in its inventory for the
target year (2030) in question.!® The future concepts examined
were vetted by scientists in the relevant disciplines to ensure these
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systems were technologically feasible and could be procured, if
needed, within the next 20 years.

The final aspect of this analysis involved using a value-focused-
thinking quantitative model to formally evaluate the potential fu-
ture concepts for utility across the range of alternate futures.!!
This model was developed and run under the direction of the AU
CSAT, with the assistance of Innovative Decisions, Inc., whose
members include some of those cited in the seminal works on this
method in the endnotes.

Overview

This report begins by examining each of the four alternate fu-
tures: a peer China, a resurgent Russia, a failed-state scenario in
Nigeria, and a jihadist insurgency in the heart of the Middle East.
While each future was developed in great depth and published sep-
arately, this report provides a basic understanding of the nature of
these futures and the challenges they could pose for the USAF.

Across these alternate futures, two value-focused-thinking mod-
els were estimated. This report ex-
amines the results of this modeling, Alternate Futures
and then discusses the patterns that Peer China
are clearly evident in the results. Resurgent Russia
This report concludes by offering Failed-State Nigeria
some recommendations regarding Jihadist Insurgency
the harsh realities that lie ahead.
These recommendations are pur-
posefully aimed at the study’s target year of 2030, about two de-
cades from when this report is being written.




Chapter 2

Alternate Futures

Using a forecasting technique known as “alternate futures,” the
researchers envisioned worlds where the United States must be
able to survive and prosper in the future. The study team identified
individual factors of change in the future.

Peer China

In 2030 China is a peer to the United States.!? Its culture remains
fairly constant; its political system will be under the control of its
sixth post-Mao generation leadership; its economy may be ahead of
the United States, though per capita income is still lagging behind;
and its military spending, while likely greater than the United States,
has yet to produce a military fully equal to the United States.

China has long viewed itself as the “Middle Kingdom” or the cen-
ter of civilization. With the largest population in the world and a
fast-growing economy, China is well positioned to reinvent itself. In
2007 China’s economic growth was more than 11 percent. Even in
the stressed global economy, its economy is expected to grow by
7.5 percent in 2009.!3 This economic growth is critical to China’s
internal harmony; it also provides the means for China to acquire
and build the resources to project its power beyond the region.

A Path toward a Peer China

China’s president, Hu Jintao, calls his vision for leading China
into the twenty-first century a harmonious society (“fli§ft£”, he
xié shé hui). This term harkens back to the Boxer Rebellion,4
where the Chinese revolted against United States and colonial/
imperial powers’ interests. After roughly 100 years of foreign power
exploitation and occupation, the Boxers, in their quest to expunge
China of “foreign barbarians,” are hailed by today’s Chinese lead-
ers as heroes of the state. The Chinese name for what the colonial
powers called “Boxers,” was the “righteous and harmonious soci-
ety”!® (“1E 511 4,” zhéng yi yu hé xié sheé hui). Gaining deeper
insights into President Hu’s harmonious society vision is possible
when considering that his phrases’ historical connotation describes
an attempt to defeat foreign humiliation and abuse.

Hu describes harmonious society as a scientific development
concept,!® shifting China’s primary focus from a pure economic-
growth model to a more balanced, Confucian-style approach aimed
at maintaining growth while addressing social issues such as the
gap between rich and poor, environmental degradation, and gov-
ernment and corporate corruption.!” Post-Mao Zedong China, be-
ginning with Deng Xiaoping in 1978, remains authoritarian but
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continues to build on policies promoting openness and integration
with the international community.

The fundamental precept of this opening is China’s 24-character
strategy first articulated by Deng. The 24-character strategy refers
to 24 Chinese characters which are and translate to the following:

“Observe calmly; secure our position; cope with affairs calmly; hide
our capacities and bide our time; be good at maintaining a low pro-
file; and never claim leadership.”'® It complements Hu's call to
“hide brightness, nourish obscurity.”!® These ideas appear to guide
China’s modern leaders as they chart a course toward growth while
avoiding conflict between global actors.

China’s leadership understands a return to the Maoist economic
policies would be a disaster, as the removal of market incentives
under Mao demonstrated.2° In contrast, for the past 30 years China
has experienced unprecedented growth resulting from the macro-
economic policy decisions beginning in 1978. The Central Intelli-
gence Agency’s The World Fact Book 2007 ranked China as the
world’s second largest economy in 2006, based on purchasing
power parity. The Economist Intelligence Unit reported China’s real
gross domestic product (GDP) growth for 2007 was 11.5 percent.
China’s exports have increased more than 650 percent over the
past nine years, which is equally impressive.?!

Goldman-Sach’s most recent work, BRICs and Beyond, dis-
cusses a range of predictions for China’s economy in 2030 ranging
from a low of $11,000 per capita GDP ($16 trillion total) to as much
as $22,000 per capita GDP ($32 trillion). Given this report esti-
mates the United States per capita GDP at $61,000, it implies that
at any level above the low end of the forecast range, China’s econ-
omy will pass the United States in the 2020s.22 The most optimistic
forecast for China’s economy comes from the International Mone-
tary Fund, which predicts China’s economy will dwarf the United
States by a factor of at least three by 2030.22 This level of economic
growth, coupled with a government-stated objective of spending 5
percent of China’s GDP on defense, may yield a very different mili-
tary power in Asia within the next 20 years.

Through an aggressive program combining foreign purchases pri-
marily Russian and indigenous programs, China has developed and
will continue to develop significant capabilities for power projection,
antiaccess, and area denial. China’s modernization program is fo-
cused, for at least the next decade, on providing capabilities neces-
sary to prevent Taiwanese independence. By 2030 China will likely
have far more robust and new diverse capabilities.

China will have antiaccess capabilities, including “assassin’s
mace”?* weapons, to deter or counter any adversary near Chinese
territory. Specific aims of the antiaccess strategy will be to slow
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deployment of adversary forces and compel these forces to operate
from distances further than desired.?® To achieve these aims, Chi-
nese doctrinal writings propose a combination of conventional and
asymmetric weapons. These include the use of medium-range bal-
listic and cruise missiles, aircraft, and covert operations to attack
regional adversary bases. These same weapons, along with elec-
tronic jamming, antisatellite (ASAT) weapons, electromagnetic
pulse (EMP)?® weapons, and computer network attacks are being
designed to degrade adversary command and control and early-
warning capabilities. Finally, submarines, destroyers, aircraft,
mines, cruise missiles, and conventional ballistic missiles may be
used to attack aircraft carriers, forcing them to operate up to 1,500
kilometers away from China.?”

In parallel with producing antiaccess capabilities, China will
have systems to project military power beyond the region.?® New
Chinese conventional theater ballistic missiles are already capable
of projecting power beyond Taiwan.?® Further, the People’s Libera-
tion Army (PLA) is seeking to purchase or develop over-the-horizon
sensors and space-based ISR assets to track distant naval tar-
gets.3% One-quarter of the PLA’s current maneuver divisions and
brigades focus on training for amphibious operations,®' and China
will soon deploy a new amphibious assault vehicle while modern-
izing its existing ones.32

Over the next 20 years, Chinese shipbuilders will likely produce
very large ferries that can carry hundreds of troops with light armor,
artillery, and supplies up to 1,000 nautical miles at speeds around
60 knots, allowing the PLA to quickly deploy large numbers of forces
in the near abroad.3? The Chinese air force will soon field its first-
ever aerial refueling capability, extending the range of strike and
bomber aircraft beyond the Taiwan Strait.>* Finally, advanced de-
stroyers and nuclear submarines, both Russian- and Chinese-made,
will considerably advance China’s naval power-projection abilities.

China will deploy approximately three aircraft carriers.®> In Oc-
tober 2006 Lt Gen Wang Zhiyuan of the PLA’s General Armament
Department stated “The Chinese army will study how to manufac-
ture aircraft carriers so that we can develop our own. . . . [Alircraft
carriers are indispensable if we want to protect our interests in
oceans.”% Such development is likely soon; Jane’s Defense Weekly
reported in late 2008 that China has begun training its first squad-
ron of carrier-qualified pilots.

By 2030 China is expected to have a very modern military. Its
navy will have at least a few, and possibly several carrier battle
groups, as China will have all the elements necessary to deploy a
carrier strike group well before 2030. In addition, China is on track
to field state-of-the-art ballistic missile and fast-attack nuclear-
powered submarines, probably much sooner than 2030.%7

A pillar of Chinese antiaccess strategy will continue to be ballistic
and cruise missiles. China is expected to have hundreds of modern
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land-attack cruise missiles by 2030,%® and if current trends persist,
several thousand submarine-launched missiles, many designed to
penetrate carrier battle group defenses. The US Navy’'s sea-basing
concept, if employed, will provide attractive targets for these sys-
tems. In addition, improved EMP warheads will specifically target
naval computers and electronic command and control systems.

Technologically, Chinese air defense systems and aircraft are im-
proving at a rapid pace. Modern SA-10/20 surface-to-air missiles,
from both land and ships, provide coverage across the entire Taiwan
Strait and make control of the air a serious challenge even today.>®
Also, China is developing at least one or two fifth-generation fight-
ers, which will likely be fielded by 2030. The J-12, by Shenyang
Aircraft Company, is similar in size, shape, and capability to the F-
22.40 In parallel, Chengdu Aircraft is developing the J-10A, possibly
with Russian assistance. Chinese engineers have designed this ca-
nard aircraft to be larger than the J-12 but with many of the same
features including plasma-stealth technology to provide stealth
without significantly altering the fourth-generation fighter shape of
the J-10.%! Achieving air superiority will almost certainly be difficult
and costly for any future Chinese adversary operating in the South
China Sea.

In addition to the conventional capabilities above, China is also
developing emerging, unconventional forms of military power in-
cluding space and counterspace systems, directed-energy (DE)
weapons, and information operations. Chinese analysis of recent
US military operations has convinced them that the United States
is dependent on its network of space-based assets, and the vulner-
ability of these assets creates a substantial weakness that may be
exploited.*? In the eyes of Chinese analysts, US dependence on
space represents “the United States military’s ‘soft ribs’ and strate-
gic weaknesses.”3 In addition to the direct ascent ASAT, China is
developing a family of ASAT options including ground attack, co-
orbital “killer” satellites, DE weapons, and electronic attack.** Chi-
na’s goal is “information supremacy,” thereby increasing battlefield
transparency for Chinese commanders, while creating “fog” for
their enemy.*®

By 2030 China will use asymmetric forces to confuse, weaken,
and slow their adversaries. After decades of sustained growth and
modernization, China will be a military peer of the United States,
at least regionally, and a potential rival with limited blue-water
naval capabilities.

Peer China 2030—Causality and Impact

Chinese leaders face several largely internal stressors that could
threaten their mandate from heaven—a source of legitimacy in Chi-
nese culture—and move it in a different direction from its stated goals
of achieving a harmonious society in a harmonious world. These chal-
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lenges include a sharp economic downturn, loss of domestic food pro-
duction, or an inability to meet domestic energy needs.

A sharp economic downturn could foment instability. The rural
areas expect coming prosperity as envisioned in Harmonious Soci-
ety, and the developed urban areas expect continued prosperity.
Both groups have internalized government rhetoric about more de-
mocracy. Further, the number of public demonstrations is increas-
ing. While China has very substantial cash reserves, the societal
response to an economic crash cannot be predicted.

China may have problems feeding its people. Today, only 10 per-
cent of China’s land mass is arable, and this figure is decreasing
due to poor farming practices and climate change. Rising stan-
dards of living bring increased consumption of foodstuffs. Given
the trend in its arable lands and population, at some point around
2015, China will transition from being a net food exporter to be-
coming a net food importer. Domestic instability may result should
the national government be unable to meet the nutritional needs of
its people on the open markets. If this should occur, a clash of in-
terests between China and US allies becomes possible.

Similarly, China’s already huge energy consumption will more
than double by 2030. Like the food crisis, China is concerned about
its future energy supplies. Thus, it has cultivated close relations
with Middle East nations such as Iran. As world demand begins to
exceed supply, China’s need for energy to continue to build its
economy could become unacceptably constrained. This too could
be a casus belli for China.*6

Interestingly, this research concludes that conflict with Taiwan
is probably not likely. China and Taiwan are both aware of the
costs of going to war. As China continues to open its markets and
its politics, the differences between them decrease. As a result,
absent an all-out declaration of independence by Taiwan, conflict
here seems unlikely.

Capabilities Needed to Respond to a Peer China Crisis

China enjoys the advantages of interior lines within the region
plus strategic depth within its own territory. A peer China will likely
be a formidable nation militarily, with a range of advanced weapons
and the ability to initially deny US penetration inside the second is-
land chain (i.e., the Marianas and Guam). The combination of these
two factors places a large premium on several capabilities.

The USAF will need to both airlift supplies into and operate from
areas near or perhaps even under the large Chinese integrated air
defense system umbrella. This suggests a need for robust surviv-
able basing infrastructure, and due to the vast distances of the
Pacific, a large and fast survivable lift capability.

Any conflict with China will require the ability to attack strategi-
cally important targets from very long standoff ranges. Until the
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Chinese air defense system is destroyed, it is possible that existing
fighter aircraft would have to refuel well inside of the range of Chi-
na’s defenses, which may be able to reach and destroy aircraft at
distances over 1,000 miles. Persistence and range, therefore, be-
come valuable characteristics.

In cyberspace the ability to defend Air Force networks from ma-
jor attacks while still being able to engage in warfare in the cyber
domain is critical against an adversary as technologically advanced
as the United States. Much has been written about China’s poten-
tial cyberspace capabilities; by 2030 they will have advanced sig-
nificantly. The Air Force must be ready.

In the area of space, China’s already demonstrated capabilities in-
dicate a need for the ability to rapidly reconstitute assets in space.
Modular satellites that can be built to order and launched within very
short periods of time (e.g., 48 hours) could prove quite valuable.

Lastly, China is developing DE (laser and microwave) capabili-
ties. The USAF should develop and field protection against these
types of weapons. Computer systems may be especially vulnerable
to attack. Canvass, the most common building material for expedi-
tionary bases, offers no protection as a barrier.

Resurgent Russia

Penned prior to the recent invasion of Abkhazia and South Os-
setia, this alternate future scenario stresses the USAF in a state-
on-state confrontation with a strong and modern competitor whose
interests may conflict with US interests and those of its allies. This
scenario is made plausible by recent changes in Russian gover-
nance, which appears to be on a path toward greater centralized
control. This combined with Russia’s historic paranoia and belief
that it needs a buffer along its perimeter—a buffer now incompat-
ible with the member states of the expanded North Atlantic Treaty
Organization (NATO) alliance—validate and demonstrate the rele-
vance of this scenario. Russia, the world’s largest and most min-
eral-rich nation, may present a formidable challenge in the future
as it taps its vast oil, natural gas, and mineral resources.*’

Russia has had a turbulent history as it moved from its Tsarist
past, through the Soviet interregnum, to its brief flirtation with
democracy. This history and its associated cultural pressures have
instilled in the Russian psyche a desire for stability and strong
leadership.#® Furthermore, Russia tends to value stability and
strong leadership even when these traits conflict with post-Renais-
sance democratic ideals.*® After each change in governance, Rus-
sia has always returned to an authoritarian-style government that
seeks to lead Russia back onto the world stage. Their history ex-
plains why Russia often displays the mentality of a paranoid na-
tion.%® As such, a resurgent Russia®! may become a challenge for
the United States and its allies.



The Development of a Resurgent Russia

Russia is already reasserting itself as a world power in terms of its
geography, politics, nationalism, and religion.?? Prime Minister Pu-
tin is acutely aware of Russian paranoia and is restoring a sense of
nationalism and strength in the Russian people. The latest efforts to
restore Russian pride include claims for the North Pole®® and reviv-
ing the Russian space program in an attempt to be the first country
to send a manned mission to Mars.5* This “flexing” of international
muscle and technological prowess is an effort to show Russian citi-
zens they are part of a strong and resurgent Russia. This pursuit of
security drives Russia to spend an increasingly larger share of its
GDP on its military. In the interim, Russia uses its economic clout
generated by oil and gas to wield power over its neighbors.5®

Three major factors appear to dictate Russia’s future. First is the
paranoia and need for security along its borders, with the prospect
for significant economic growth, enabled by Russia’s mineral
wealth, second. Lastly, significant demographic changes are under
way as Russia faces a continued decline in its overall population.
Its dilemma is amplified by the disproportionate increase in the
Muslim population, especially in its border regions near the Middle
East and South Asia.

The economic forces at work, principally the revenue and power
generated by its oil and gas sales, enable Russia’s resurgence. Rus-
sia’s mineral, coal, oil, and natural gas resources are the largest on
Earth.56 In addition, Russia has vast reserves of iron, platinum, ura-
nium, nickel, cobalt, and a host of other key modern manufacturing
minerals. Many of these lie in Siberian areas that have only recently
become accessible and are now being tapped.®” Recent government
nationalization of industries involved in exploiting natural resources
enables the government to focus its resources on the very priorities
mentioned above, chief of which is national security.

Meanwhile, Russia is faced with a demographic challenge of popu-
lation decline. Its population peaked in the early 1990s at around
148.5 million, whereas its current population is only 140.7 million.?®
Although there are many social factors contributing to this population
slide, the nation’s dismal health care system is arguably the most di-
rect cause. Russia has a staggering 40 percent preventable mortality
rate—a direct result of poor preventive-medicine programs, substan-
dard medical facilities, and limited health care accessibility.?® This
declining population trend is expected to last until 2050. Meanwhile,
Russia’s Muslim population along its southern borders will increase.
Should ethnic conflict come to these regions, as in Chechnya, this
could create tensions in areas of vital interest to Europe and the
United States. Thus, Russia is facing a period where its mineral wealth
will likely result in economic growth, while its population is in decline.
This produces a situation where the per capita income is likely to rise.
At the same time, Russia will not have the people required for tradi-
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tional manpower-intensive industries or for manning its military
forces. This will force Russia to adopt a more US-like model for its
military forces, where it uses advanced technology to compensate for
reduced manpower.%°

Militarily, Russia will use technology to defend its interests, at a
minimum in its near abroad. In this regard, Russia will certainly
field a modern and robust homeland defense system, but it is un-
likely to structure its forces for large expeditionary efforts at great
distances from its borders. However, the Russians do and will pos-
sess unique asymmetric capabilities in the form of nuclear weap-
ons, space access, and orbital systems that still give them super-
power niches, ones they will seek to enhance. Putin has discussed
“new spirals” in an arms race that could include nuclear space-
based weapons,®! something the United States must recognize and
defend against. Strategic Forecasting, Inc. summed up the Krem-
lin’s recent moves, saying, “Russia is back, and it no longer accepts
its decline into obscurity.”52

Russia has already made forays into advanced technologies like
nanotechnology in order to improve its capabilities. Current Rus-
sian investments could lead to miniaturized control and power sys-
tems for inexpensive unmanned aerial vehicles capable of deliver-
ing bioengineered weapons. Recent Russian cyberattacks against
Estonia and Georgia demonstrate the Kremlin is very interested in
and capable of pursuing nontraditional approaches to warfare.®® In
short, Russia’s future capabilities may not appear as those of “Cold
War-Fulda Gap” fame but may be just as lethal. Should interna-
tional crises emerge over whether some states should join NATO, or
over security and nationalistic concerns along Russia’s southern
border, the United States and its allies may contend with a smaller
but more modern and professional Russian military.

Capabilities to Defend against a Resurgent Russian State

In sum, the resurgent Russia of this alternate future is a major
supplier of global energy resources not closely aligned with either
the West or the East. As a result, it will be particularly concerned
with defending its natural resources and supporting infrastructure.
The military will be smaller but more capable, with professional sol-
diers and technologically advanced systems. They will have the abil-
ity to project the nation’s full combat power into their “near abroad,”
including Eastern Europe, the Caucuses, and Central Asia, but will
have limited ability to deploy conventional forces beyond this region.
In part to make up for the limitations in its conventional forces, Rus-
sia will develop significant strategic reach through its nuclear forces
and develop advanced strategic technologies for space and cyber-
space. In this alternate future, the Russian military will possess
significant, advanced capabilities across all the Air Force war-fight-
ing domains, including air, space, and cyberspace.
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These capabilities imply that the United States will need capa-
bilities relatively similar to those of the Chinese scenario. The study
participants were concerned that this scenario, more so than the
other three, offered the potential for major force-on-force combat.
Land warfare on or near China’s borders was seen unlikely due to
the limited vital interests and the difficulties associated with dis-
tance in waging warfare on or near China’s shores.

With Russia, however, and alongside US European partners,
land warfare seems possible. This alternate future demands and
stresses US conventional combat capabilities more than any of the
others. These stresses are against a power that can fight on land,
on the sea, in the littorals, in cyberspace, and in space. A wide
range of systems and the ability to rapidly reconstitute what is lost
will be required to prevail, should Russia’s and America’s interests
collide, especially in Europe.

Failed State—Nigeria

Nigeria has been called the best example of the “paradox of
plenty,” where tremendous natural resources create great wealth,
which in turn creates “extravagant corruption, deep poverty, polar-
ized income distributions, and poor economic performance.”6*
While the Department of State views Nigeria as relatively stable,
increasing conflict is occurring along a religious fault line that bi-
furcates this African nation. What is worrisome is that the 2007
Failed State Index ranks Nigeria as the country 17th most likely to
fail out of the 147 states they analyzed,®® where failure implies the
state cannot govern itself nor can it provide for internal security
and the basic needs of its people. Further, when states fail, it is
usually a long-term problem. A World Bank study shows that states
listed as failed in 1980 are generally still failed today, and they es-
timate the average failed state will require 56 years to recover.%¢

A Failure We Cannot Ignore

Of concern in this future is that few states have the potential to
be as disruptive to the United States and the global economy as a
failed Nigeria. Nigeria is one of the world’s 20 largest economies
and largest suppliers of light “sweet” crude oil, with a daily export
of over 2.4 million barrels a day.%” By 2030 roughly a quarter of US
oil imports will likely be supplied by Nigeria.®8

While infrastructure investments in Nigeria are limited, they
have yielded more reliable electricity for the cities and better roads
in oil areas. Road improvements may allow for growth in the agri-
cultural sector, especially in the north, and for natural resource
development to diversify the economy. The top 1 percent of Nige-
ria’s wealthiest families control over 80 percent of the oil profits,
and they may seek to improve their personal portfolios by investing
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in new technology areas overseas.®® Should oil revenues not be
invested in improving the north, or should corruption prove en-
trenched, this could spark greater animosity among regions, resur-
recting issues of reduced government legitimacy.

Nigeria has the largest population in Africa, nearly 25 percent of
the continent’s total, and it is growing. Expected to surpass 225
million people before 2030, Nigeria could become the fifth most
populous nation on earth.”’® Despite being a former British colony
with English as its official language, Nigeria is diverse, with over
350 separate ethnic groups—more than any other country in Af-
rica.”! Four main groups make up over three quarters of this popu-
lation: Hausa and Fulani (29 percent), Yoruba (21 percent), and
Igbo (18 percent). Eight other significant population groups, with
their own languages that define them politically and culturally,
make up the remainder.”?

These disparities and the trappings of Nigeria’s colonial past
have created tensions that make establishing an integrated, coher-
ent, and legitimate government difficult.”® By 2030 Nigeria’s robust
population will have an average age of 16.7 years and a life expec-
tancy of 54 years. As such, Nigeria will likely have many disaffected
and underemployed people.”* It already has the sixth largest Mus-
lim population in the world’® and has a nearly equal balance of
Muslims and Christians. This balance is currently at a potential
tipping point because of the faster population growth in the Islamic
north, which is ruled under Sharia law, unlike the Christian prov-
inces in the south.”® By 2030 Nigeria’s Islamic population will likely
comprise a majority of the electorate, which will fundamentally
change the Nigerian domestic political situation.””

With limited industrial development and oil production con-
signed mainly to the Christian south, 90 percent of funding to the
states and localities is provided by the federal government, largely
from oil export revenues.”® A complex federal oil wealth sharing
program provides each state with calculated shares. The formula
includes population, level of development, and sources of oil reve-
nues.”® State governors budget and distribute this money, with
much of the oil wealth flowing to the predominant political party.8°
While revenue sharing provides much needed government funding
for the nonlucrative agrarian north, it also intensifies ethnic ten-
sion between the north and the oil-producing south. This ethnic
tension combined with rampant corruption, whereby politicians
frequently “skim” some of the earnings, has resulted in the federal
government’s loss of legitimacy. Losses of legitimacy in the past led
to military coups d’état in 1966, 1975, 1983, 1985, and 1993. In
most cases, military leaders delayed coup attempts until there was
considerable public dissatisfaction with the elected government,
thus ensuring the military, although often just as corrupt in their
rule, would be “welcomed as redeemers.”8!
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Nigeria’s oil production may approach five million barrels a day
between now and 2030, but this will likely decline in the out years
due to domestic political instability, corruption, and the continued
criminal insurgency by the Movement for the Emancipation of the
Niger Delta (MEND). These conditions alone could reduce Nigerian
oil flow by up to 25 percent.52

Nigeria’s military currently has four primary functions: preserving
Nigeria’s territorial integrity, contributing to national emergencies and
security, promoting collective security in Africa while furthering Nige-
rian foreign policy, and contributing to global security.®3 The presi-
dent of Nigeria is the commander in chief of Nigeria’s military forces.
He decides when and how to employ the armed forces, while day-to-
day military operations are managed by the Ministry of Defense.

The Nigerian army, with almost 60,000 troops, commands the
largest share of the military budget and resources.®* The Nigerian
navy and air force represent about 7,000 and 9,000 personnel re-
spectively of the overall military strength of about 76,000.8%

Nigeria Shatters

The Nigerian army is fighting what the government terms an ac-
tive insurgency by MEND. Their attacks on oil infrastructure and
workers since 2005 have reduced oil production by 25 percent.¢
The group attacks to increase the price of oil in order to compel the
world to force the Nigerian government to address the grievances of
the indigenous people of the Niger Delta region. With all these
structural problems, there exists the possibility for dissolution or
full civil war within Nigeria.

As the Islamic population in the north grows, Nigeria is faced
with a transfer of power from the Christian oil-rich south to the
Islamic agrarian and less-well-off north. In this alternate future, a
loss of financial support from outside investors triggers a collapse
in the economy. This, in turn, forces the ruling and corrupt Chris-
tian government to hold early elections where a well-organized and
united slate of Islamic candidates and parties win. The conflict be-
tween the two religious factions intensifies as the ruling party re-
fuses to cede control of the oil wealth and its trappings, and refuses
to hand off power to a newly elected Islamic government, which
declares Nigeria an Islamic Republic. This situation triggers a na-
tional crisis and the failure of the Nigerian state.

With the loss of federal control and the revolt of MEND and the
former leaders, Nigeria splits into lawless areas and criminal fief-
doms. With hundreds of ethnicities, Nigeria is ripe for fragmentation
into a myriad of pieces. With no central authority, legitimate eco-
nomic activity rapidly declines and is replaced by criminality. Oil
workers flee the violence, abandoning their facilities in search of
safety, which effectively halts oil production throughout the Niger
Delta region and the Gulf of Guinea. The resultant global oil shock
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is painful. The United States and the global economies are threat-
ened, and the population of Nigeria—roughly one quarter of a billion
strong, is faced with imminent pestilence, famine, and civil war.

Thus in this future, Nigeria succumbs to a variety of ills—cor-
ruption, weak government institutions, a failure to meet the social
welfare needs of its people, unchecked criminality, crumbling in-
frastructure, a strong insurgency in the Niger Delta region, and a
loss of confidence by international investors. By 2030 the Nigerian
government loses its national support from its diverse people and,
with the exception of the 12 Islamic-dominated states in the north,
no longer functions as a nation-state. The collapse of central con-
trol and the eruption of violence in the wake of the elections halts
oil production, destroys national governance, and threatens to
plunge Nigeria and perhaps West Africa into civil war.

Capabilities Required for Intervention

With Nigeria on the brink of civil war, the global community,
particularly the United States and the nations of West Africa, is
faced with the difficult choices of whether, how, and when to inter-
vene. If the president chooses intervention, then the United States
will likely conduct a peace-enforcement operation.8” The actions
the United States would need to take must be designed to prevent
full-scale civil war in Nigeria, contain the spread of conflict, and
secure critical resources in order to limit damage to the United
States and global economies. In short, protecting the oil fields and
associated infrastructure, relieving human suffering throughout
the country, creating conditions for a political solution between
warring parties and national reconciliation, and eventually transi-
tioning from a US-led peace enforcement operation to a United
Nations (UN)-led national recovery and peace-building operation
will be missions for the US military.

Quickly accomplishing these missions is essential. Historically,
Nigeria has been the largest provider of peacekeeping forces on the
continent and has had a disproportionate influence on regional
stability. A failure within Nigeria, especially if it degenerates into
religious conflict, has the capacity to ignite wars between and
within neighboring countries. The US ability to act quickly may be
central to preserving stability in West Africa, a region that by 2030
may be of vital interest to the United States and its allies.

Although securing the infrastructure quickly will be a key factor
in stability, there is a second facet of this alternate future that may
be even more daunting. A failed state engulfed in a multipartite
civil conflict could easily degenerate into the greatest humanitarian
crisis the world has ever known—a crisis potentially more than 100
times larger than the modern crisis in Darfur.®® Extraordinary lift
capacity will be required and will need to be fast. The ability to co-
ordinate relief operations across a myriad of international govern-
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mental and nongovernmental organizations will be critical, as a
failure in this endeavor could result in the starvation of tens of mil-
lions. In short, the key capabilities required in this alternate future
are speed of response (to keep the crisis from spiraling out of con-
trol in the first place), and the size of response (to ensure that Afri-
ca’s most populous country does not become a homeland of fam-
ine, a breeding ground of pestilence, and a haven for transnational
criminals and terrorists).

Specifically, the Air Force must be able to detect hostile intent
and identify belligerents, understand and characterize the nature
of the impending conflict, deploy forces into country with speed
and quantity, survive in place and protect forces, and engage the
right targets. The Air Force must attack only the belligerents
through multiple means, while sustaining US forces and supplying
those who are suffering because of the government collapse.

In order to do this, a few capabilities will need to be enhanced.
The intelligence community will need to provide far more precise
human and communications intelligence and be able to use net-
work mapping systems to help establish operational and lifestyle
patterns; defend operational networks; and discriminate between
belligerents and noncombatants. The rapid airlift requirements
needed in this future cannot be met with existing or planned sys-
tems, so new capabilities to rapidly airlift and deploy personnel
and millions of pounds of materiel to austere locations, some with-
out airfields and airdromes, are crucial.

Because of technological proliferation, the Air Force will need to
protect and reconstitute critical cyber infrastructure and networks.
The potential for a failed Nigeria to rapidly succumb to disease sug-
gests new technologies or methods to rapidly eradicate disease vec-
tors will be crucial to restoring stability in this scenario. Lastly, the
ability to rapidly reconstitute, or in some cases build for the first
time, electrical power generation, sewage and water treatment, fuel
storage, and critical infrastructure is necessary to create a situation
wherefrom UN or US forces will eventually be able to return home.

Jihadist Insurgency

The last alternate future scenario examines the possible challenges
posed by a well-resourced and well-financed jihadist insurgency ema-
nating from the heart of the Middle East. Today, insurgency is the
conflict of choice for many of America’s most ardent enemies. Jihadist
insurgencies throughout the Middle East and Southwest Asia are di-
rected at establishing theocracies with a strict interpretation and ap-
plication of Islamic Sharia law. As with the Taliban, some of these
insurgent groups are sufficiently well financed to destabilize and even
exert control over territory or nations. They also export their ideology
and practices, seeking greater influence, especially in the regions of
the Middle East, Africa, and Southwest Asia.®?
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Given the economic and geostrategic importance of many of these
nations, successful jihadist insurgencies can cause significant global
economic disruptions and challenge the security of nations around
the world. Any economic disruption resulting from a successful ji-
hadist insurgent takeover of a country in the Middle East or South-
west Asia would threaten US vital interests and require a response.

Roots of the Schism

Throughout the Middle East and Southwest Asia, several cul-
tural factors create an environment in which insurgent warfare
can flourish. There are conflicts within the region over religion to
include schisms within the Muslim world, tribal loyalties often su-
perseding national identity, and widespread poverty. All of these
create conditions conducive to terrorist activities.

Religion is the single-most pervasive aspect of Middle Eastern
society, with at least three distinct Islamic sects: Sunnism, Shiism,
and Wahhabism/Salafism—all competing for dominance.?® Sunn-
ism recognizes the Quran and the Sunnah®! as the sources of faith,
and the majority of Muslims in the world are Sunnis.®2 The rift be-
tween the Sunnis and Shiites is rooted in a conflict over who should
have taken the reigns as the leader of the Islamic people, or the
“caliph,” after the religion’s founder and first caliph, the Prophet
Muhammad, died. This difference in succession has implications
for traditions central to the faith.%3

Wahhabism and Salafism are religious and political movements
within Islam whose ideological bases lie in an attempt to recapture
a pure, undistorted Islam.* Wahhabism is often traced to Muham-
mad ibn Abd al-Wahhab (1703-92) who taught on the Saudi Pen-
insula. Salafism is a stream of Islamic fundamentalism similar to
Wahhabism, originating outside the Arabian Peninsula in part as a
reaction to modern cultural influences. Both Wahhabist and Salaf-
ist movements reject all changes in Islam after its early period, of-
ten referring to Islamic variants accommodating modern culture as
a form of unbelief and heresy.%

The conflict between these Islamic sects is significant; a Sunni-
Shi’a rift is surfacing as a result of the sectarian conflict in Iraq.
The struggle for regional dominance between Arab-Sunni Saudi
Arabia and Persian-Shi’a Iran is a critical geopolitical and religious
force, and the decapitated state of Iraq is no longer a buffer be-
tween the two.%® Both the modern Sunni and Shi'a movements are
at odds with the Salafist/Wahhabist sects.

Al-Qaeda is a self-professed Salafist organization seeking to
unite all Muslims under a new caliphate and remove all current
“illegitimate” leaderships to restore the golden era of the Muslim
nation.%” In addition to representing a conservative form of Islam at
odds with most of the Muslim world, al-Qaeda’s Salafist movement
is, perhaps, the leading ideological threat to the monarchies in the
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region. The geographic location of the two holy mosques of Islam—
Mecca and Medina—within Saudi Arabia is a key reason al-Qaeda
has sought to oust the Saudi regime, and a key reason the govern-
ments of nations in the region support the Saudi royal family.

After religion, the most significant source of cultural identity for
most Middle Eastern people is their family or tribal membership.
Two concepts of the tribal system—kinship and nobility—affect re-
lationships and behavior in the region.% In this feudal system, the
dominant tribes essentially run rackets and extort money and re-
sources in exchange for protection from outside invaders. Tribes
generally do not trust each other, thus arranged marriages to gain
influence with rival tribal sheiks are still used to dampen the likeli-
hood of conflict. This “mafia-like” type of social arrangement is a
normal method of business payment between sheiks.

The population in most Middle Eastern and Southwest Asian
nations is increasingly urban, young, approximately equal to that
of the United States, and is growing rapidly. Today urban dwellers
comprise over 75 percent of the population, and this concentration
is increasing.®® Providing education for the resulting number of
urbanized youth is challenging for most of these governments. In
2002 the combined literacy rate among Middle Eastern nations
was 52 percent and declining, with only a little more than half of
all Middle Eastern children attending secondary schools. This poor
quality of public education is responsible for a “low level of knowl-
edge attainment and poor and deteriorating analytical and innova-
tive capacity” among Arab children.!? In the long term, this will
create unemployment and underemployment of poorly educated
young men, potentially fueling unrest. Many who do get an educa-
tion get it through the madrasah system dedicated to Islamic stud-
ies, which often fosters extremist thinking.

The influx of petrodollars throughout the Middle East has helped
ease tensions between the various groups and factions. Standards
of living have risen, and in terms of per capita income, some na-
tions of the region are now among the wealthiest on earth.!°! Over
time, however, the picture becomes bleaker. Peak oil production
has likely passed and by 2030 will be markedly less than today.'?
The rapidly rising population of the region means these decreasing
revenues will be divided among an increasingly larger number of
people, causing per capita income to decline and poverty to in-
crease. This will place a significant strain on the social safety nets
of most Middle Eastern nations.

The Insurgency

Given the already poor education level and low literacy rates in
many Middle Eastern countries, most citizens are neither adequately
educated nor well versed in hard science and technology fields, thus
providing little chance of success in diversifying the economy. As eco-

17



nomic conditions worsen, an increasingly large segment of the unem-
ployed will, as they have in the past, turn to their religion in hopes of
finding a better tomorrow and bringing meaning to their lives.

The military capabilities of many Middle Eastern nations are of-
ten a mix of weapons from the former Soviet Union, the United
States, France, China, and other nations. Most militaries in the
region are organized and used to provide internal security and pro-
tect the ruling regime. The proficiency of military personnel and
the war-fighting capabilities of each nation are often constrained
by lack of funding, poor training, limited education, shifting tribal
loyalties, religion, and trade restrictions. If jihadist elements are
able to gain control of national resources, specifically the military,
this presents an entirely new threat to Western interests.

To make matters worse, access to technologies may be changing.
Recent trends in the proliferation of new technologies are now en-
abling groups and individuals to access new weapons with im-
proved capabilities. As advanced technologies proliferate, these
groups and individuals will eventually be able to access weapons
capabilities previously held only by nation-states.

Therefore, this alternate future creates a stressing scenario by
drawing upon the trends above. The challenges associated with
controlling groups engaging in a global Islamic extremist jihad will
be severe. By 2030 small groups with sufficient resources, and
with some highly educated and trained members, will present a
potential threat to the United States. Specifically, this alternate
future posits that an extremist Islamic jihadist-oriented group will
successfully influence the local population through its mosque-
sponsored programs in order to exert control over a territory, a
population, and over the regional resources of this territory. With
the exception of international recognition, this insurgent force will
acquire the resources and characteristics of a jihadist state and
will be located in the heart of the Middle East.

This scenario further posits that the monarchies that make up
the majority of governments in the oil-rich Arabian Peninsula will be
directly or indirectly attacked by this insurgent territory, threaten-
ing global access to the region’s oil and natural gas supplies. Fur-
ther, the religious beliefs of these insurgents will drive them to use
the mineral resources at their disposal, and the wealth those re-
sources confer, to launch a sustained, high-tech, and well-financed
terrorist campaign against the nations of the Arabian Peninsula and
against states who would seek to defend the status quo.

While the United States will have considerable incentive to inter-
vene, the US ability to involve itself directly in this scenario is con-
strained on several fronts. First, Islamist insurgents will have had
decades of experience fighting the United States and will, by 2030,
likely be the fittest of insurgent groups. Darwinian evolution will
have eliminated those groups who are easy to defeat.
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Second, while Middle Eastern nations may need assistance from
the United States, they may be reluctant to accept uniformed
American ground troops. Such a move could be perceived as “invit-
ing infidels” into Islamic holy lands, further strengthening the ar-
guments of the insurgents. This concern is exacerbated due to the
American leadership’s past reluctance to quickly withdraw its
forces when it perceives US interests are or might be threatened.

Lastly, in the wake of the wars in Afghanistan and Iraq, the Amer-
ican public is reluctant to commit troops and monetary resources to
fight in any Middle Eastern nation with an active insurgency. All
these factors may place an increased burden on the Air Force.

Capabilities Needed to Combat the Insurgency

This scenario provides a different set of challenges than the pre-
ceding four worlds. Here, the United States will need to defend its
allies and interests but without a robust surface presence in coun-
try. In addition, the resources available to the insurgent groups
will enable them to purchase virtually any weapons or munitions
available on the world arms markets; by 2030 these weapons will
be very advanced. In fact, given the proliferation of new systems
based on nanotechnology, biotechnology, and potentially even nu-
clear weapons, a well-financed group may gain access to powerful
old and new weapons with potentially incredible capabilities.

Insurgent’s access to classic weapons of mass destruction, such
as nuclear weapons, will be a key concern. Such weapons not only
could provide enormous destructive capability against ground tar-
gets but could be used to generate electromagnetic pulses that
could destroy electrical systems and power grids, essentially taking
the United States back to the 1800s.'%® The ability to deter, pre-
vent, and survive in the wake of a nuclear device detonation in or
above the United States is a required key capability in this world.

Technologically, this requires the reinvigoration of the US ability
to produce hardened electronics that are impervious to electro-
magnetic pulses. It will require a domestic ability to contain and
rapidly respond to disasters far larger than the failures seen by the
Federal Emergency Management Agency in Hurricanes Andrew
and Katrina. In the area of deterrence, the necessary actions are
less clear, as the application of deterrence theory towards nontra-
ditional actors is among the fields not yet well explored.

Traditional weapons of mass destruction are not the only prob-
lem. To protect both the United States and its allies, the Air Force
and its sister services will need to defeat weapons based on nano-
technology or biotechnology, or a combination of both. Due to their
extremely small size, these technologies may enable chemical or bio-
logical pathogens to penetrate even the most resistant of materials,
allowing the insurgents to attack in unconventional ways. The abil-
ity to quickly detect the precursors of these weapons is a key capa-
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bility needed to prevent their use. Once used, the ability to rapidly
detect, identify, warn, and treat victims will be essential to contain-
ing an event before it kills large numbers of people or causes panic
and/or the loss of governmental legitimacy of the targeted state.

As with the nation-state adversaries, a well-financed insurgent
group may be able to grow or hire the necessary talent to engage in
well-coordinated cyberattacks. Whether to disable critical national
infrastructure in the territory of the Middle Eastern monarchies or
in the United States, the ability to defend against these attacks and
to protect the Internet is a key capability in this alternate future.

Again, one particularly daunting challenge to the US military is
the reluctance by the Middle Eastern monarchies to allow “infidel”
American troops to be stationed within their borders. This will re-
quire the United States to find capabilities to neutralize insurgent
threats, while leaving little or no footprint, which suggests an in-
creased importance for robotic combat equipment, unmanned ve-
hicles, and covert special forces.

Operations Analysis Results

As mentioned, the researchers developed a quantitative model to
evaluate 58 separate notional future systems for their potential util-
ity across the four alternative futures. Each future scenario had its
own separate model with its own internal weighting factors specific
to the nature of the alternate future being explored. As a result, the
expectation was that the types of systems required in each scenario
would be quite distinct. For the USAF, two of this study’s findings
are the types of systems needed for major state-on-state conflict
cover and the types of systems and capabilities required for insur-
gent warfare and failed state scenarios (see figure 1). Notice that the
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Figure 1. Scoring chart of all 58 systems across all alternate futures
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four lines depicting the ratings of the 58 systems are nearly parallel
across all four models, showing that little variation occurs in re-
quired capabilities, regardless of the type of warfare encountered.

As these capabilities were explored further, there was only one core
Air Force capability that showed substantively or statistically signifi-
cant variation across the four futures. This variation was in the area
of space. The study does show that space-based capabilities are less
relevant to insurgent and failed-state scenarios than they are in state-
on-state warfare. This is highlighted further in figure 2, where this
same capability list was plotted in a state-on-state versus a nonstate-
actor scenario. All of the major spikes in the state-on-state chart line
are systems that contain a significant space component. Again, other
than these spikes, the parallelism in the rank ordering of these future
systems between types of warfare is striking.
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Figure 2. Scoring of all 58 systems in state-on-state versus nonstate warfare

The 58 future systems were mapped to a mutually exclusive and
comprehensively exhaustive list of 172 key enabling technologies. A
quantitative model evaluated the utility of each enabling technology
based on the value of the systems to which it was essential. The ex-
pectation was that this model would generate a relatively short list
of technologies which, if developed, would enable a significant num-
ber of potential future systems. There was also an expectation that
the importance of the technologies would likely vary from alternate
future to alternate future. Neither of these hypotheses proved true.

The key underlying technologies did not vary from scenario to
scenario. In fact, the four technology scoring curves are even more
closely clustered than they were in scoring the 58 conceptual sys-
tems (see figure 3).
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Figure 3. Score of enabling technologies by alternate future

Finding a short list of technologies which, if invested in, would
enable development of a large number of concepts was among the
study’s goals. The actual findings were quite unexpected. In the
end, the study concluded that 57 of the 58 future conceptual sys-
tems all have key enabling technologies ranking below 100. In
other words, every concept but one has key technologies that
scored in the tail of the graph. In fact, a detailed analysis of each
technology and system shows that a disinvestment in the bottom
20 percent of technologies results in the inability to field systems
that scored in the study’s top 25 percent. The fundamental impli-
cation of this result is straightforward. Any budgetary strategy that
disinvests in science and technology in the future is a very high-
risk strategy that will foreclose a large number of future options.

... the Air Force must invest in a broad range
of enabling technologies to bring the neces-

sary capabilities and systems to fruition, or it
will be unable to effectively maintain domi-
nance in its core missions and domains.

Conclusions and Recommendations

Several trends became apparent as the research team began to syn-
thesize the results of the operations analysis and the nature of the four
alternate futures. At the top level, these insights form the conclusions
and recommendations that are the principal product of this study.

As stated, the strategic environment in 2030 presents difficult chal-
lenges stemming from accelerating technological changes interacting
with a shifting strategic landscape, producing massive and dynamic
change. This change acts as a catalyst, creating a very disturbing and
disruptive threat to the United States and a serious challenge to the
USAF’s future dominance in air, space, and cyberspace.
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Future enemies will continue to be motivated by resources, fear,
and hate.!%* What is changing is that these enemies will be empow-
ered through education, and enabled through technology and glo-
balization, to directly challenge states and attack places that here-
tofore they would never have been able to reach. As seen in Iraq
and Afghanistan, future enemies will be more difficult to find,
harder to hit, more widely distributed, and potentially more dan-
gerous. Historically, as depicted in figure 4, the types of conflicts
that were rare, such as World Wars I and II, were the conflicts of
greatest impact. As we move toward 2030, single actors or small
groups will have the capacity to create high-impact events, making
future warfare more dangerous than past wars.
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Figure 4. Spectrum of conflict versus impact

Also as a result of technological advances, the speed with which
warfare occurs will increase. The observe-orient-decide-act cycle,
often called the “OODA Loop” (see figure 5), will shrink toward an
“OODA point.” Many warfare decisions will be executed at machine
speeds by machines preprogrammed with the commander’s intent.
The soldier, sailor, Airman, or marine will no longer be in the loop,
but rather on the loop—able to stop the execution of the machine
code as necessary, but unable to execute a decision cycle fast
enough to remain ahead of a technologically savvy adversary.

Lest one believe this to be science fiction, this form of warfare is
taking place today. In the Air Force cyberdomain, every computer
within the department is armed with a program designed to execute
the commander’s intent of keeping the hard drive free of viruses and

0

Figure 5. The observe-orient-decide-act cycle or “OODA Loop”
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malware. The majority of computer owners have installed antivirus
software on their personal systems, because the speed a virus can
intrude into a computer system is faster than the speed with which
a human can react. This dynamic will spread over time to other
fields of warfare. Unmanned vehicles and missiles will be equipped
with the ability to seek and destroy adversary targets. Air Force de-
fense systems will need to react at these same machine speeds to
keep air bases and the mainland United States safe from attack.

In 2030 targets will be more difficult to find and strike. Most
targets will be mobile, distributed, dispersed, fleeting, deeply bur-
ied, nested within facilities protected by international law, and lo-
cated in highly urbanized areas. As a result, the USAF must pos-
sess systems and technologies to rapidly locate and identify targets,
attribute attacks, and respond to threats. Future kinetic weapons
will need to be even more precise and may need to employ new
kinds of energetic (e.g., DE) technologies. These will allow engage-
ments to take place with forensic precision so only the target iden-
tified is harmed—the goal is no collateral damage.

The commonalities of the systems that rose to the top of the scor-
ing process also cannot be ignored. The role for unmanned systems
increases in the future, as five of the top 10 systems are unmanned,
and several are based in the continental United States.

Wars are already being fought in cyberspace. Al-Qaeda’s princi-
pal recruiting tool is and has been the Internet for some time. Pre-
sentations by scholars from Harvard, the Norwegian Defense Insti-
tute,19% and others strongly suggest that al-Qaeda’s ability to grow
is intrinsically linked to its Web presence. Networks of sites rein-
forcing the conservative jihadist mentality of those who frequent
them are within this realm, along with links necessary to join the
al-Qaeda network. In fact, the Taliban’s resurgence in Afghanistan
appears to be nothing more than the manifestation in physical
space of a lost war in cyberspace.!% Pathologically, Internet re-
strictions by many federal agencies preclude access to these sites.
The ironic result is that history may well record the current war
against al-Qaeda and the Taliban in Afghanistan as the world’s
first cyberwar, and the United States, the world’s most technologi-
cally advanced power, may become the loser.

As the study team looks further forward, the importance of the
cyberspace domain increases even more. This domain is of con-
cern; however, the Air Force combat capability is as reliant on the
nation’s civilian critical infrastructure as it is on infrastructure
owned by the DOD. The USAF must be able to navigate, explore,
defend, and attribute attack in this domain, and it must protect
not only US government assets but have a system in place to de-
fend other assets critical to national infrastructure. This is a do-
main where we must operate even while degraded, and in that re-
gard, it is like other war-fighting domains. Disconnecting from this
domain, even in the interests of enhancing security, is akin to uni-
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lateral disarmament. The study team could find no instances in
war-fighting history where unilateral disarmament from a war-
fighting domain has ever led to victory.

Things will also happen at great speed in the future. In the top-
scoring systems, only one item on the top 10 list operates at speeds
below Mach 1. Five of the top 10 systems operate, either via cyber-
space or DE, at warp speed.

Despite using the same basic methodology as in the Air Force
2025 study, the importance of survivability of USAF systems is
much higher today than it was 13 years ago. In Air Force 2025,
survivability issues ranked so poorly as to not warrant mention in
the final report. All of the top-scoring systems contained robust
self-defense capability. Intuitively, this makes sense as the devel-
opment time for defenses against aircraft (new missile systems,
etc.) has historically been only a few years; yet the development
cycle for new aircraft is often two decades. The greater speed which
the threats are advancing makes survivability a more important
component of future weapon systems than in the recent past. As
the Air Force reconstitutes its forces after the Southwest Asian
conflicts of this past decade, this is a consideration that needs to
be taken into account.

Further, the eventual emergence of DE weapons on the battle-
field has the potential to change existing operating paradigms.
Pulsed microwave energy has the capability to destroy computers
and their associated networks, if these systems are not hardened
or located in hardened facilities.!°” Once these weapons proliferate,
the current expeditionary methodology of deploying US forces will
be rendered obsolete. Canvass is not a protective covering for elec-
tronics, and unless the command and control systems used on the
battlefield are made impervious to DE attack, the expeditionary
concept of operations cannot survive. The emergence of these
weapons onto the battlefield is likely less than 15 years away.

The study also indicated that rank ordering of concepts and
technologies does NOT vary significantly between state-on-state
and irregular warfare. The researchers noted virtually identical re-
sults across all four alternate futures in:

e Air and surface attack
e Directed energy
¢ Communications, cyberspace, and sensing

Attribution

Data fusion technologies

One significant difference is that offensive and defensive space
systems and technologies are more crucial in state-on-state war-
fare than in other types of conflict. Underlying enabling tech-
nologies that cross all conceptual boundaries, indicating their
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ubiquitous nature in future conflict, are also important. Even
more important, systems and technologies deemed significant in
the peer-China and resurgent-Russia scenarios are operation-
ally relevant in responding to both a jihadist insurgency and
failed-state scenarios.

The study also reveals some harsh realities. Groups and individu-
als have the ability to morph and rapidly adapt new technology and
use it in new ways. Their actions can force real changes in the stra-
tegic environment faster than nation-states with large bureaucra-
cies and hierarchical structures can respond. Readily available ad-
vanced technologies in 2030 will create super empowered individuals
known as “Bubba Einsteins.” In some cases, these individuals will
be able to effect change through their ability to strike and signifi-
cantly disrupt critical infrastructure and systems in nation-states.

Surprise will be the normal state of affairs; thus leaders who
today are trained and prized for their ability to manage crises once
they manifest will be less valuable in 2030 compared to leaders
who can consistently anticipate surprises and take action in ad-
vance to mitigate their effects. It is clear that classical professional
military education as practiced today must change now to prepare
future Air Force leaders for this eventuality. Along with this change
in how we prepare future leaders, the current Air Force effort to
recapitalize its assigned capabilities must also adjust to incorpo-
rate emerging technologies that will be required to respond to the
2030 world.

Recommendations

The study team sifted through the findings to arrive at a set of
concrete recommendations for the leadership of the Air Force. The
Air Force should adhere to the following:

e Pursue concepts with increased range and persistence. The
increased range of adversary defenses makes short-range
fighter assets less useful in 2030 than they are today. The sys-
tem currently being procured will not meet the needs of the Air
Force in the future.

¢ Increase investments in unmanned architectures. Unmanned
systems comprise five of the top 10 concepts.

¢ Develop counters to DE weapons, including laser and microwave
attack systems. This can be achieved via countermeasures, de-
fenses, or protecting systems from attack. While the avenues to
accomplish this are numerous, suitable protection for military
and critical civilian infrastructure needs to be in place in only a
few years, because by 2030, DE threatens everything.

¢ Increase emphasis on defensive capabilities because techno-
logical proliferation is closing the capability gap between the
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United States and its adversaries, including individuals and
states. This is occurring in all three Air Force domains: air,
cyber, and space.

e Improve the speed and effectiveness of the US government’s
acquisition processes since individuals and groups will adapt
and even change the future strategic environment. We are en-
tering a time when it can no longer take 20 years to produce a
new aircraft or weapons system. Those who take this long are
doomed to lose.

¢ Incorporate future conflict studies into intermediate and se-
nior developmental education. The Air Force’s new leaders
must understand the emerging technologies and the strategic
threats associated with them. At present, these curricula ad-
dress cyberspace but do not address the myriad of other tech-
nologies that will present new and dangerous militarily rele-
vant threats in the future.

e Include technologically savvy, super-empowered individuals
in the future Air Force Title X wargames. The United States
has already seen the chaos that can be created by a single
disgruntled individual (Washington, DC, anthrax attack and
the attack on the Murrow Building in Oklahoma City). How Air
Force leaders view these attacks and differentiate them from
ongoing conflicts is an issue with which the Air Force has yet
to wrestle and is one that demands answers.

This study concludes that any disinvestment in the science and
technology programs is a high-risk strategy that could disable a
myriad of future options in a rapidly changing world. The entire Air
Force science and technology budget is but 2 percent of its total
budgetary authority. This is a small price to pay to be ready for
future technological challenges; full funding of the laboratory and
research budgets should be pursued. Indeed, a robust investment
across all technologies is the only way to hedge against an uncer-
tain future and retain “sovereign options.”

At the same time, some technologies, such as space launch and
battery sources, will be developed by other government agencies
such as the National Aeronautics and Space Administration. The
Air Force should ensure that its science and technology enterprises
are well connected to other research organizations to efficiently
leverage advances made by other agencies.

Finally, the study uncovered some unanswered questions that
need further research. The dynamic strategic environment, with a
myriad of new players, requires a closer examination of the nature
of deterrence in a world with substate actors potentially possessing
the power of today’s nation-states. Not only must the Air Force ex-
amine how to apply the deterrence theory to nonstate actors, it
must also explore how to deter nation-states from using highly
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disruptive but nonnuclear technologies. Cyber-, nano-, bio-, and
directed-energy technologies can also produce cascading and mas-
sive effects. How deterrence works in a world with these technolo-
gies is a question that needs to be answered.

Additionally, further exploration of concepts and technologies
evaluated during the study is required to discern second- and third-
order effects. Given the surge of interest and investment in nano-
technologies and biotechnologies, future research must better gauge
their impact in future years. Lastly, of all the military services, the
Air Force is the largest user of fuels and energy. Thus, there is a
need to explore alternative energy sources and solutions.

The Way Ahead

The 2009 iteration of this ongoing study effort, Blue Horizons III,
envisions and explores new future concepts in detail. It will crystal-
lize the impact exponential technological change will have on the
USAF in 2035, driving leadership to continue technological invest-
ment, reform professional military education, and revamp system
acquisition processes.

Blue Horizons IV (2010) will examine future deterrence theory as
it applies to nation-states, large groups (like al-Qaeda), and indi-
viduals. That theory will be applied to a list of emerging technolo-
gies to include synthetic biology and other potential weapons of
mass effect.

These conclusions, and the concepts developed in Blue Horizons
IIT (2009), will feed further efforts to evaluate the utility of new sys-
tems and concepts as they apply to national defense and deter-
rence in the year 2011 and beyond. Building on the legacy of Air
Force 2025, Blue Horizons’ ongoing charter remains providing “a
new look at the future” as it endeavors to “provide a common un-
derstanding of future strategic and technological trends for Air
Force leaders to make better decisions.” Sound leadership deci-
sions now will prepare the Air Force chief of staff and his or her
team of senior leaders in 2030 to meet the challenges of their time
and make good decisions for the next generation leading the USAF
in 2055.
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